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What do you agree to when you take a DNA test?

You agree to the storage of your data for a particular time period so that you 
can match your DNA against that of other test participants

You agree to receiving the DNA results, understanding that you may learn 
something you do not expect, e.g., an NPE (non paternity event). 

You may agree to having your anonymized test data submitted for medical 
research. 



What can happen to your data

● Not anonymized
○ Shared with matches to see who you are related to. While you can control how 

your name is displayed in your account, other savvy researchers may be able to 
identify you.

○ Shared with law enforcement with subpoenas. 

● Anonymized (Your data’s value can be monetized without you 
benefitting.)
○ Shared for medical purposes as aggregate data

○ Shared with third parties as aggregate data



Hacking

Theoretical vulnerability of genetic hacking:
By uploading selected DNA sequences, it may be possible, to pull out the 
genomes of most people in a database or to identify people with genetic 
variants associated with specific traits such as Alzheimer’s disease.

This type of hacking does not apply to the big DNA test companies, Ancestry, My 
Heritage, 23andMe. You have to submit your DNA as a saliva sample to get 
access to their genetic data. You can’t customize your saliva.

This could theoretically become an issue with the use of public databases, such 
as GedMatch, which allow anyone to upload DNA sequences and search for 
other users with matching sequences.



Law Enforcement

Law enforcement sees DNA as a tool to finding criminals. 

We know their use of DNA to capture the Golden State Killer and other 
examples shown in Cece Moore’s forensic genealogy TV program.

It is in the interest of the major companies to protect your data without a 
subpoena. Given a subpoena, the companies must comply with specific 
terms of subpoena. 



Lots of companies offer DNA testing today

See ISOGG list:

https://isogg.org/wiki/List_of_DNA_testing_companies

The ISOGG Privacy page

https://isogg.org/wiki/Privacy_policies,_consent_forms_and_terms_and_co
nditions

https://isogg.org/wiki/List_of_DNA_testing_companies
https://isogg.org/wiki/Privacy_policies,_consent_forms_and_terms_and_conditions


Ancestry Statement

Protecting our customers' privacy is Ancestry's highest priority, and 
that starts with the basic belief that customers should always 
maintain ownership and control over their own data. We will not 
share customers' personal information with third-parties -
including insurers, employers, health providers or external 
marketers - without their explicit, informed consent. Ancestry will 
not share any DNA data with law enforcement unless compelled to 
by valid legal process and will always seek to minimize the impact 
on our customers' expectations of privacy.



Ancestry User Agreement
You can delete your Personal Information from Ancestry by logging into your Account Settings.
If you have shared information with other Users (for example, by making your family trees public or 
by sharing your DNA Results directly with other Users), Ancestry will not be able to remove any 
copies of information that other Users may have retained, which can only be removed by your 
contacting the other User and asking them to delete it.
Please direct any request to remove information from linked archival records to the responsible 
archival entity.
We will consider requests for removal of Personal Information from the searchable indexes of the 
records we hold on a case-by-case basis in accordance with law.

https://www.ancestry.com/account/data/

https://www.ancestry.com/cs/legal/termsandconditions

https://www.ancestry.com/cs/legal/privacystatement

https://www.ancestry.com/cs/transparency

https://www.ancestry.com/secure/account
https://www.ancestry.com/account/data/
https://www.ancestry.com/cs/legal/termsandconditions
https://www.ancestry.com/cs/legal/privacystatement
https://www.ancestry.com/cs/transparency


Keeping Your Ancestry Secret on Ancestry
From any page on Ancestry®, click the DNA tab and select Your DNA Results 
Summary. From your DNA homepage, click Settings in the top-right corner. 
In the Privacy section, under the Display Preferences heading, click Change 
next to DNA Matches.



What can a match see?

You control, but take a look at what a match can discover 
using Ancestry ThruLines.



Family Tree DNA User Agreement
https://www.familytreedna.com/legal/privacy-statement
FamilyTreeDNA users or others you may choose to share with: Depending on your account settings, 
your FamilyTreeDNA Profile Information (see section 3.A.i.d) and your public family tree details, may 
be viewable to other FamilyTreeDNA users, including your DNA matches and matches whose 
accounts are managed by law enforcement (dependent on your matching preferences). If you 
consent to participate in matching and depending on your additional settings, some of your Genetic 
Information may be viewable to your DNA matches, including matches whose accounts are managed 
by law enforcement, as well as your mutual matches.

We may share your Personal Information if we believe it is reasonably necessary to:
i. Enforce or apply the FamilyTreeDNA Terms and Conditions;
ii. Comply with a valid legal process (e.g., subpoenas, warrants, etc.) and other requests from or 

on behalf of law enforcement that comply with our Law Enforcement Guidelines;
iii. Protect the security or integrity of the Services; or
iv. Protect the rights, safety, or property, of FamilyTreeDNA, our employees or users.

If compelled to disclose your Personal Information to law enforcement, we will do our best, unless 
prohibited by law, to provide you with notice.

https://www.familytreedna.com/legal/privacy-statement
https://www.familytreedna.com/legal/law-enforcement-guide


My Heritage User Agreement
https://www.myheritage.com/dna-informed-consent-agreement

The Project collects, preserves and analyzes genealogical lineage, historical records, surveys, Health Family Tree 
information, Health Questionnaire information, health related information, genetic information, and other records 
(collectively, "Research Information") provided by users in order to conduct research studies to better understand, 
among other things, human evolution and migration, population genetics, regional health issues, ethnographic 
diversity and boundaries, genealogy and the history of the human species. Researchers hope that the Project will be 
an invaluable tool for a wide range of scholars and researchers interested in genealogy, anthropology, evolution, 
languages, cultures, medicine, and other topics and that the Project may benefit future generations.

Discoveries made as a result of the Project may be used in the study of genealogy, anthropology, population genetics, 
personalized medicine, medical genetics, epidemiology, population health issues, cultures, trends (for example, to 
identify health risks or spread of certain diseases), and other related topics.

If we or a third party wants to conduct a study (1) on topics unrelated to the Project, or (2) using Research Information 
beyond what is described in this Informed Consent, we will re-contact you to seek your specific approval. In addition, 
we may contact you to ask you to complete a questionnaire or to ask you if you are willing to be interviewed about 
the Project or other matters.

https://www.myheritage.com/dna-informed-consent-agreement


23 and Me https://www.23andme.com/about/privacy

23 and Me claims user data is only shared outside the company through opt-in agreements 
(80% of users opt in to research) and says data is only shared when anonymized and in 
aggregate, unless customers separately agree to have their anonymized data shared 
individually. The company’s privacy statement notes that in the event of a merger, customer 
data “would remain subject to the promises made in any pre-existing privacy statement”.

Your rights: 
To store or discard your saliva sample after it has been analyzed.
Which health report(s) you view and/or opt-in to view.
When and with whom you share your information,
To give or decline consent for 23andMe Research. By agreeing to the Research Consent 
Document, Individual Data Sharing Consent Document, or participating in a 23andMe 
Research Community you can consent to the use of your de-identified data for scientific 
research purposes.
To delete your 23andMe account and data, at any time.

https://www.23andme.com/about/privacy
https://customercare.23andme.com/hc/en-us/articles/202907880-How-Does-23andMe-Use-Personal-Information-
https://www.23andme.com/about/privacy/


Who can access your information?

Companies like 23andMe and Ancestry regularly publish reports that detail the 
times they were required to disclose user information for legitimate legal 
reasons.

Caution is warranted if you do not want law enforcement officials to access your 
private data without a search warrant.



WikiTree and DNA Information

WikiTree allows you to share the information from any of the companies.
WikiTree does not take uploads of DNA from the testing companies. What you do is 
register on WikiTree which tests you have taken with information about the kit 
numbers. The day after you register your test you will see it propagated up through 
the paper trail for the relevant ancestors in your branch of the tree. 

For Autosomal DNA Tests we make connections regardless of the Privacy Level of the 
member who took the test. This means that if the profile of a family member of the 
test-taker is public, the test connection will be public.

For Y-Chromosome DNA Tests and Mitochondrial DNA Tests we only make 
connections if Privacy Level of the member is Private with a Public Family Tree or 
higher.

https://www.wikitree.com/wiki/Help:Autosomal_DNA_Tests
https://www.wikitree.com/wiki/Help:Privacy
https://www.wikitree.com/wiki/Help:Y-Chromosome_DNA_Tests
https://www.wikitree.com/wiki/Help:Mitochondrial_DNA_Tests
https://www.wikitree.com/wiki/Help:Privacy
https://www.wikitree.com/wiki/Help:Privacy




WikiTree and DNA Privacy

https://www.wikitree.com/wiki/Help:DNA_FAQ

WikiTree is not storing DNA or raw DNA test results. However, there are 
always privacy considerations.
● First, we display the fact that a member has taken a test. The member 

will have the "DNA Tested" badge and will appear on lists of members 
who have taken a test. This is public regardless of the member's Privacy 
Level.

● Second, we indicate on the profiles of the member's relatives that the 
member has taken a test. We call these "test connections."

https://www.wikitree.com/wiki/Help:DNA_FAQ
https://www.wikitree.com/wiki/Help:Privacy


GEDmatch
https://blog.genomelink.io/posts/how-to-use-gedmatch

https://blog.genomelink.io/posts/how-to-use-gedmatch


Lots of Current Articles
CNBC: https://www.cnbc.com/2018/06/16/5-biggest-risks-of-sharing-dna-with-
consumer-genetic-testing-companies.html
NYTimes: https://www.nytimes.com/2019/06/12/smarter-living/how-to-protect-
your-dna-data.html

Washington Post: https://www.washingtonpost.com/health/dna-tests-privacy-
risks/2020/09/11/6a783a34-d73b-11ea-9c3b-dfc394c03988_story.html
Consumer Reports:
https://www.consumerreports.org/health-privacy/your-genetic-data-isnt-safe-
direct-to-consumer-genetic-testing/
CBS News: https://www.cbsnews.com/news/dna-genealogy-privacy-60-minutes-
2021-01-31/

https://www.cnbc.com/2018/06/16/5-biggest-risks-of-sharing-dna-with-consumer-genetic-testing-companies.html
https://www.nytimes.com/2019/06/12/smarter-living/how-to-protect-your-dna-data.html
https://www.washingtonpost.com/health/dna-tests-privacy-risks/2020/09/11/6a783a34-d73b-11ea-9c3b-dfc394c03988_story.html
https://www.consumerreports.org/health-privacy/your-genetic-data-isnt-safe-direct-to-consumer-genetic-testing/
https://www.cbsnews.com/news/dna-genealogy-privacy-60-minutes-2021-01-31/

